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Act 1. Technology



How It all starteo
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Meh, management presentation...
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How It all starteo
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Info on the OpenSSL Heartbleed Bug
snipe.ly/1en58Dr
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How It all starteo

/.33 PM

Marc Seeger <marc.seeger@acquia.com>

OpenSSL Heartbleed Bug

I'm on my phone at the moment, but that doesn't sound fun.

Sent from my iPhone




How It all starteo

Melissa A
| no longer even have the capacity to be surprised by or upset with SSL. You
could tell me it murders children and | would be like k

& Raoatwaoaantard
L4 Hetweeted

Marc Jh kK vy
Ugh, another OpenSSL bug. This one is bad:

Update your stuff.
Now.




Quick risk assessment

Lucid:
[00:35:27] root@bal-2.dev:~# openssl version
OpenSSL 0.9.8k 25 Mar 2009

Precise:
[00:34:37] root@master.dev:~# openssl| version
OpenSSL 1.0.1 14 Mar 2012



Where's Watde OpenSSL

o 8000 EC2 Machines:
Qf - 99.9% of them puppetized

-

‘;";, - Candidates:
=_ 2 - Balancers
———y R - SVN Servers

,k - Appliances
- ELBs

- 3rd party AMIs
- Unique little snowtlakes

(Jira, Crucible,...)



et the patching begin

CL-1 | Chatroom: Update the nginx build script to a non-vulnerable ve... Browse code

~rsion of openssl.

master 1.77.8

p—
&'l rb2k 6042750 dSZb703aa7eebabb

howing 1 changed file with 2 additions and 2 deletions Show diff stats

Bl tools/build/build_scripts/ng

$ (pwd)

NGINX_ VERSION
-BUILD_VERSION : Increase for modifications in the packaging. Reset to 1 when the nginx version changes.
+BUILD VERSION ' # Increase for modifications in the packaging. Reset to 1 when the nginx version changes.
# Since lucid h a <1.0.1 OpenSSL, we add the latest support TLSvl. |
~-OPENSSL_VERSION="1.0.le"
+OPENSSL_VERSION="1.0.1q"’

an

# Pagespeed is disabled due to https://github.com/pagespeed/ngx pagespeed/issues/492

PAGESPEED




Rollout

3 Australia:

Con:
- Spiders
- Snakes

Pro:
- Ops is awake



Rollout




Scan




| BS...
Walting on E

0

.




Internal Certificates
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Suddenly:
‘reverse’ Heartbleed




Act 2: Communication



INnternal

e Pre-determined chat rooms

e Dial-in conference bridges

A communication plan

Thanks SSAE-16, PCl and FedRAMP... | guess :)



Statuspage + Twitter

*

Heartbleed vulnerability 2014-04-07

Incident Report for Acquia, Inc.

Resolved We have completedgas
the Acquia Cloud pl
vulnerability.
Acquia Support
IMPORTANT: Affect
and Acquia Cloud Si

additional action to

visit httpsi/docs.acq We are aware of a recently announcead

security issue with the OpenSSL
MOnOng e Cloud cumto cryptographic library. Please visit

Acquia Cloud custo
o status.acquia.com for info.

visit https://docs.ac
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against the vulneral

* Powered by StatusPage.io



Documentation

https://docs.acquia.com/articles/heartbleed-acquia-cloud

Heartbleed (CVE-2014-0160) on Acquia Cloud




Proactive communication

Phone calls by Acquia support, TAMSs, ...



Since then:
Post mortem




Since then:
Incident Commander

(shamelessly stolen from Heroku)

http://en.wikipedia.org/wiki/Incident_command_system



Since then:

Dedicated resource to vet security threats

IF YOU SEE
SAY




iNnce then:
tranet docs

S
Clean up
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Since then:
Adaitional tooling




We're hiring

(shameless self promotion)

bit.ly/acquiajobs

Engineering
Cloud Software Enqineer Burlington, MA United States

Burlington, MA United States

Reading, United Kingdom
Burlington, MA United States
Burlington, MA United States

Burlington, MA United States

Burlington, MA United States



http://bit.ly/acquiajobs

